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无线遥控知识入门

• 常见频率315、433

• 无线电信号调制

• 遥控器与无线继电器

• 固定码、学习码、滚动码



HACKRF及工具使用
• HackRF简介

• gqrx

• hackrf_transfer

• inspectrum



S

HackRF

bladeRF
USRP

x40 x115 B100 Starter

B200

B210

Radio Spectrum 30 MHz – 6 GHz 300 MHz – 3.8 GHz
50 MHz –

2.2 GHz [1]
50MHz –
6 GHz

Bandwidth 20 MHz 28 MHz 16 MHz [2] 61.44 MHz [3]

Duplex Half Full Full Full 2x2 MIMO

Sample Size (ADC/DAC) 8 bit 12 bit
12 bit /
14 bit

12 bit

Sample Rate (ADC/DAC) 20 Msps 40 Msps
64 Msps /
128 Msps

61.44 Msps

Interface (Speed)
USB 2 HS

(480 megabit)
USB 3 (5 gigabit)

USB 2 HS
(480 megabit)

USB 3
(5 gigabit)

FPGA Logic Elements [4] 40k 115k 25k 75k 150k

Microcontroller LPC43XX Cypress FX3 Cypress FX2 Cypress FX3

Open Source Everything
HDL + Code
Schematics

HDL + Code
Schematics

Host Code [5]

Availability January 2014 Now Now Now

Cost $300 [6] $420 $650 $675 $675 $1100

http://greatscottgadgets.com/hackrf/
http://nuand.com/
http://ettus.com/
http://www.altera.com/literature/hb/cyclone-iv/cyclone4-handbook.pdf
http://www.altera.com/literature/hb/cyclone-iv/cyclone4-handbook.pdf
http://www.xilinx.com/support/documentation/data_sheets/ds529.pdf
http://www.xilinx.com/support/documentation/data_sheets/ds160.pdf
http://www.xilinx.com/support/documentation/data_sheets/ds160.pdf
http://www.nxp.com/documents/data_sheet/LPC4350_30_20_10.pdf
http://www.cypress.com/fx3
http://www.cypress.com/?id=193
http://www.cypress.com/fx3
https://github.com/mossmann/hackrf
https://github.com/Nuand/bladeRF
http://www.nuand.com/bladerf.pdf
https://github.com/EttusResearch/uhd
http://code.ettus.com/redmine/ettus/projects/public/documents
https://github.com/EttusResearch/uhd
http://www.kickstarter.com/projects/mossmann/hackrf-an-open-source-sdr-platform
http://www.nuand.com/blog/product/bladerf-x40/
http://www.nuand.com/blog/product/bladerf-x115/
https://www.ettus.com/product/details/UB100D-BDL
https://www.ettus.com/product/details/UB200-KIT
https://www.ettus.com/product/details/UB210-KIT










信号重放攻击

hackrf_transfer重放信号

hackrf_transfer录制信号

使用gqrx确定中心频率











XX1527信号分析

• 学习码遥控器

• 同步码、地址码、数据码





XX1527信号分析

对后12位的脉冲宽度识别并转换成高低电平

分割信号为同步码、地址码、数据码







EZ430手表开发

• 基于 CC430F6137、MSP430 的完整功能的运动手表，带可针对定制无线应用
<1GHz wireless transceiver

• 使用CCS开发





EZ430手表开发

• 配置手表菜单

• 定义发射功能函数、显示函数等

• Hex发送电平

• 基于26mhz晶振计算频率、波特率

• 编译并把生成的文件写入手表















其他工具介绍

• A890

• 单片机软件解码







感谢

• Unicorn Team https://unicorn.360.com/blog/

• 雪碧0xroot https://cn0xroot.com/

• k1two2 https://www.cnblogs.com/k1two2/

https://unicorn.360.com/blog/
https://cn0xroot.com/
https://www.cnblogs.com/k1two2/
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